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8= Get Started
= Get started with Remote Browser Isolation

Manage
Just a few simple steps and you'll be on your way to protect your enterprise from web-based
attacks with web-isolation technology.

What's ahead
@ Add Azure subscription

Add subscription
Add your own Azure subscription.

@ Create catalog of applications

Customize machine specs to run the applications for this catalogs. Create Catalog

Video tutorial Tech Zone guide Product documentation

@ Add users to catalog
Add the users you want to access this group of applications.

(a) Testand share

Launch and test the behaviour of the remote browser isolation through Workspace. Make Go to Workspace
sure user have access to your organizations URL.

S8 1. b0 Azure 3TiH
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TRTA%E :

- EREFEEERRZE | AW Citrix IRSARIKXIFIINEDN Azure iTiH.
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Add Subscription ®

The Citrix service requires access to your subscription.

Select an option below:

@ Allow the Citrix service to access my Azure subscriptions on my behalf

(Requires Global admin privileges on the directory and Owner privileges to complete)
() I'have an Azure App with contributor role to the subscription
Complete this workflow if you want one or more of your own Azure subscriptions to be available for selection when creating a catalog

(in addition to the Citrix-managed subscription). For information about Citrix and customer responsibilities, see the Technica

2. BEHEBRE— Azure KBEER, MITHAREES5EAT,
3. RMBER ID. MARER ID. EFHEFHRNBHAIHBARUEALED, ARREHRIE
4. WIBITEFAERRGE, RERINITE.
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Add Subscription X

&

The Citrix service requires access to your subscription.

Select an option below:

() Allow the Citrix service to access zure subscriptions on

(Requires Global admin privileges on the directory and Owner privileges to cor
@ I'have an Azure App

Directory (tenant) ID

Application (client) ID

Client Secret

Secret Expiration Date

Complete this workflow if you want one or more of your own Azure subscriptions to be available for selection when creating a catalog
(in addition to the Citri d iption). For ion about Citrix and ibilities, see the Technical secur
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Remote Isolated Browsers Machines Power Management Configuration Details

Region Azure subscription C Refresh
Work load Storage type

Standard_D2s_v3 Standard disks (HDD)

Machines Remote Browser Isolation version

1 1.0.0-connectorless

Linux VDA version Catalog Public IP address

private-22.03.2000.43 --

=+ Add secure web gateway

v ‘ Allow Secure Private Access sessions to use this catalog

Enable NAT Gateway

Delete Catalog
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3. B ARIMZEREEXKE

Add remote isolated browser X
*All fields required unless marked optional.

Remote isolated browser name

URL

Type

(® shared passcode

() Authenticated

Passcol de

Icon

‘. Change Icon
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Remote Isolated Browsers i Power Mar Configuration Details

Add remote isolated browsers to users Workspace to enable safe access to popular productivity apps.

[J ron | Name Users | uRL
O @ TestSTBrowser - https:/www.citrix.com/
O @ TestSTAuth 1 https://www.google.com/

Launch isolated browser
Copy Launch URL to clipboard
Manage users

Manage policies

Delete isolated browser

Add remote isolated browser

1. BHERS, ARRTEERE,
2. BRFRERE, ARRHRE.

Manage policies for TestSTAuth X

Clipboard

Enabling clipboard allows copy and paste operations to and from the remote session.

Printing

Enabling printing saves the remote webpage as a PDF and transfers it to the user's device.

Non-kiosk

Enabling non-kiosk mode restores the interface to the remote browser, allowing the user to
access the address bar and create multiple tabs and windows.

Client drive mapping

Enabling client drive mapping allows the user to upload and download files to and from the
remote session when using all versions of Citrix Workspace app except for HTML5. *Only
available to paid customers.

URL parameters

Enabling URL parameters allows a new session's starting URL to be replaced by a different
URL provided as a query parameter.

Hostname tracking

Enabling hostname tracking allows the logging of hostnames visited by users within a session
to Citrix Analytics.

R INEN B2 AR
ERFRESIARBMEMRMER, UERAPNADEL B RPELFBRIN K.
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Remote Isolated Browsers i Power Mar Configuration Details

Add remote isolated browsers to users Workspace to enable safe access to popular productivity apps.

[J ron | Name Users | uRL
O @ TestSTBrowser - https:/www.citrix.com/
O @ TestSTAuth 1 https://www.google.com/

Launch isolated browser
Copy Launch URL to clipboard
Manage users

Manage policies

Delete isolated browser

Add remote isolated browser

1. EiTHAR, FRLERSHEFEERERR,
2. k3, EFREH N FRERERER—THSAF

Manage subscribers for | TestSTAuth

Step 1: Choose a domain Step 2: Choose a group or user

aaa.local v || search...
I it

1 Subscriber(s)

D Type Subscriber Status

Account Name: ak1

D Display Name: ak1 test PR &
Domain: aaa.local
UPN: aki@aaa.local

ST 4 WA AR ARFHLE

AR OB A AP B ARRIN KR, HEERT Web JWEERPTHE URL, BEIERNE
mEEKP R EDEB R EMN.
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REFEER, RGEFPITUATIRE

« WIEERFRT R,

- ES Azure FIERIER,

- MNRBHBAFE, WEERA user-activity BIRER.
« HIAERINR,
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1. FERARET BFEMNEEIERNNARRF B FIN KR,

2. iHRIZANMLE, H40 www.google.com FI www.microsoft.com o
3. FF LML, JWEDERRGFEARM, ARSI EE—X,

4. SFHRIIE, BEEDERF 1-2 /N

5. 1 Azure MNP, FTHFMEWKP, AR user-activity Bk
6. WIEER HIFTHY ISON Xt

7. FEH— JSON XHHMINEP T EZFrIARIMLEH EHH.

EFMATRRERD

BiREEEN
N SLERNEHETE Azure Blob f2fiEdR g BEAFI (& 4AR :

Container: user-activity

|- YYYY-MM-DD/

| |- {VDAHostname}_{GUID}_{AppName}_{YYYY-MM-DD-HH}.json
| |- {VDAHostname}_{GUID}_{AppName}_{YYYY-MM-DD-HH}.json
| - {VDAHostname}_{GUID}_{AppName}_{YYYY-MM-DD-HH}.json

“- YYYY-MM-DD/

X nBdE
o X{EFLER ¢ {YYYY-MM-DD}/ (3REHRLALR)

X4 ER, ¢ {VDAHostname}_{GUID}_{AppName}_{YYYY-MM-DD-HH}.json
« {VDAHostname} : VDA I+EHNHEN%.

« {GuiD} @& LEHRBIHE—IRIRTT.

« {AppName} @ ZRENIEBYAEFNBT.

o {YYYY-MM-DD-HH} : 24 /\EHERAY_E1EREE,

B 1EDR VDA B/ )\ E R E R o
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BRI

B JSON XH#HEE NDISON #& (HITFFDFREY JSON) MIZMER. BITHRER—TIHRE
o

{"accessHostEvent":

{"hostName": "www.google.com", "acceptHost":true}, "accessTime":"2026-01-29T1
4:23:45.1237", "sessionId":"abc123-def456-

ghi789", "userName":"user@example.com", "appName":"MySecureBrowser"}

{"accessHostEvent":

{"hostName": "www.microsoft.com", "acceptHost":true}, "accessTime":"2026-01-2
9T14:25:10.456Z", "sessionId":"abc123-def456-

ghi789", "userName":"user@example.com", "appName":"MySecureBrowser"}

{"accessHostEvent":

{"hostName":"malicious.site", "acceptHost":false}, "accessTime":"2026-01-29T
14:30:22.789Z", "sessionId":"abc123-def456-

ghi789", "userName":"user@example.com", "appName":"MySecureBrowser"}

FEREA
FE L Pl
accessHostEvent .hostNam R AR ML EN . www.google.com
e
accessHostEvent.acceptH HREEAHAFIRDF true
ost ( true RTDIF, false
FRBELE)
accessTime 17188 [E]EL (UTC). 2026-01-29T14:23:45,123
Z

sessionId Me—RIEIRIR T o abc123-def456-ghi789
userName P RIR. user@example.com
appName [ FRFZF % F MySecureBrowser

BRFARIP ¢ RAEMNIERENG, FI80 www.example.com o EARICRTER URL R, EFEHK
FAFBMARNAR,
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1. TEHHRE Azure EERREESS.
2. EEE THEKP.

3. M user-activity &2

4. T#, JSON XHHEBHRAS,

Azure 1P

1. BF3 Azure M,

2. SE M,

3. %R A > user-activity o

4. THXHUEEERS.

R L AT EITERARDH, IEREIES A Excel. Power Bl BiE 3 TR,

FERENERSEM

- BRNER | TFEFoHTIHENTHRMLETHRIE G

- SEWMAELENRIE ¢ HRWPALEAYILEZIE (acceptHost: false ), BFRIFFIRD
- S/ EE D B/ E EEEIEMRDWEFE.

« BUBEMN : HPTERIEEMEER R Azure IR,

- INARFXN | IRBENARFNRISHEFMEKFEE,

PR

o JESCRY | BUBRIRERERK—/ I\ FEETE Azure FEPET,

- (NBREZAR | UEATEZRREAER.

- BIRABREN . BREWA user-activity BFEEBEN

- VDA ESRM . 1R VDATE LEZFIER, HAR LENKIERREEER,
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I 4 . ICERE BN ECIAP RIEEN?
A=, BRYAXASMSEH B REFTERNAEHRINRE, EIREFARERBHNEFE
ECE.

B# 5 | SN AEF I USERR—MEEHKSAIE?
B0, 2NNBREFAUHZERE—NMEEKFPF user-activity BEs. XHEen%F appName F
BT XN AIEF < BREIE.

5 Chrome £V ERhR (CEP) S£R%

KEFNEET Citrix Remote Browser Isolation (RBI) 53&FF Linux VDA B Google Chrome
Enterprise Premium (CEP) Z Bl EFER T LhINEERER. TIEREUNEERERBZE
W T BRI R

b))

Google Chrome Enterprise Premium (CEP) A WIFSIREERZ 2 M. NH s EIEM SR SLHE,
fEBNILINAEE, Citrix RBI FI 528 AT LAER Google ;M S hEEME] Chrome Enterprise RIEH, B2
GBEERI M Google Admin console SR EIRLAL IR M Z 2N 5 28 SR B

LSRR T —MEl BN EESE, AIEXLE EDR RENERT, NWAREENHRIZERE]
WITR MM S,

I IhRERIVEFE
&5Bh CEP &5 :

palll

BIERAIU

* ¥ Chrome Enterprise SB&MN A FFE—BRFRIFAHE Citrix RBI H 5522 H o
« 3@1d Google Admin console £ EIEXLEHAL,

RPAX :

o FRTEIMEMNITEE NI RBI % 25
o BBV ERRE, FI90 8 HIFDRENGIZHEI AR, URL FRLIESZR,
« M Google Cloud #EW B hEREEE#,
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. BREDEE— Citrix RBI BR. MRAREE, EeIE—
. TAEMLE RBI B R4 Chrome REEEIE,
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w
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Citrix Cloud M~ EREE
CEP EXRE8MTBEREE—TEIMSH, Citrix 2B SER XA N ZBRBINER&IE

SRR

1. M Google EIRFEHIGIRBUEM ThE,

2. B3R Citrix Cloud H S E| I 2N K a=fmE "
3. EAEMKRHPiEE B,

4. ERBRER, REITH BBRFAER.

5. EF BH Google FHEEEM HianA M SR,
6. EF MRS,
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Remote isolated browsers Machines Power management Configuration details

Region Azure subscription ( Refresh
East US Secure Browser Dev and Staging
|
Workload Storage type
] Premium SSD
Machines Remote Browser Isolation version
1 26.03.0
Linux VDA version Catalog public IP address
25.11.139 |

+ Add secure web gateway

Allow Secure Private Access sessions to use this catalog

Enable Google token enrollment

Enter enrollment token:

‘ .................................... ‘Apply token

SAPEZERTEZENNENAREFN, SEFEIMZEHRE, HENSIEEIM CEP B
BRI,

EERMES
- 2HNENESH B Google ThEM, HEF MBI

« fEA chrome://policy Y Chrome HREEHIT-

- EHIEE Google BEERIRETIRHAMFIITIER,

FREIFIE&1TH
AEFAFPEREBEXHRY
Chrome AP BB XH = 7E CEP SHESEMMY RBI X B2 AREEA,

BRI EEARREENS
BT RBI RGN XHRS, MREEREHANEA CEP 558, (& CEP ©, WEEEHE
o
RIFRRBRITH
MRBRTH RBI M HBRNAREFEBENITFIIRMRIAN *:+ B, FESF
* . google.com:* LASERY CEP ;Fffte CEP E&ifg, RBI RiFyIRFREIFAHEST,
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Google EER AR R RE§I8H
BGHLE, ITENATRERWEIFH ID. XAEERTE Google BIRFEHIB P RIETNIEHFIER,

EFHEzERPIHTEN
Xt F B RBIIHEE A B

1. EERAEMHE,
2. %R BEFELD.

- X

Remote |solated Browsers Machines Power Management Configuration Details

Total Machines

® 1poweredon (%) 0 supports hibernation
’ & 0 suspended 1 0 active sessions
1 O 0 powered off 0 unregistered
Filters Sea : : O € Refresh

Mame Power Registration Session c...

REIEYMEL-SKOOM ® On Registered Q il
Restart
Shut down

Force restart

ICEATEFEERN RBI B RELIFEH Azure A

Azure B NIE(EIERESS THEITAZ N W 2R PR B AR SS TR B RiTEANRIZ H Web 153K, @I EIE Azure
B RERE Azure fiA3E, EAILUEGIFEMBIEGRE, XAEMTEEBRMELEMHEET
RS BRI bR

FoREM

« TEIERY Azure ITHFR, TEIRIENRARRERS FTEIENER.
« SIEFMEIE Azure FIRRIEBANR,
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1. 7£ Citrix Cloud DaaS ZHI&H, RFIEERFHITENE R,

. NBRPEE—aITEN, HERHERFNE—ES (B2, RBI3BBLR6-080001) o
. 1E Azure M, ERLEEFTER VM,

. 12 VM WL, SR R AR

N

w

N

B Azure BFAIE

1. EERBMBNKER, 7188 TiEE FM.

2. AWIFHFMW, HEBA&EIEEN Azure BHAIE (FRRINLE) o
3. BREIEHIMESLL, SASTELHEETIEE Azure Firewall,

4. BEARMFBHNIE,

5. BEEUTFE :

o ITEMBERA  BIETE®E,

o B AR AIER B,

- BKiF | 5 RBIMEHI XKIgTER.

- BAMIBR | IREFARAE

- BRIFE  EESE 1 hHRERNMLS.

o BAAGESRRE | SRR ERM ARSI BRI AE,

o SRBEET | BERMAMHBALIT (FlA0, Test-policy) o
« PFAIEERE NIC | Z2HIEE,

6. WERNIREH SIS,

AR EH

1. #EfE, 17 Azure BRAERIRHIC THILE IP #iit,
2. £ Azure NP, SMBERNEBMEHEZRFM.
3. IRBBER VM FRERNFW (BN default) o

4. SIEFBIRRER, FEFSUIFMXERHNIEBAR.
5. AINFTEEE -

- B¥F: 0.0.0.0/0

o T—Bk3E! | virtual appliance
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o T—BkHbsIL : %A Azure BRASEHIFLE IP ki,
6. fRIFEEH,

ECE R ASER T

1. 1£ Azure MPH, BB BHAIEEIRER > Azure PIAIEEREE

2. ERITOIBHEEE (Fla0, Test-policy) o

3. #3%| Rules,

4. FNFHORAEFMNES (BINATF Web k) o

5. NN HIELSFER FQDN 38 URL 265, BltN, Z3IE4I5IA www.example.com :

o &%5 . DenyExamplewebsite
« RIP AL 1 BR VM BIFRSER,
« BI#R FQDN : www.example.com
o BMY : http:80 . https
- ¥E:. peny
6. RIFHMESR,
7. WRIBRERMEANRFIFSIELAN , HEN AR R. (FIE)

iAo E

1. NECERYBRPRITENEHNKRERE,

2. ZipE SCVFAIRRLERI IS, LARAIATS 2SI E S TF.
3. BB MR R BIRIEE X BN EME ISR E,

B EEHEER

NRBER|RIE, BRI Azure BIAIEN .

BRI
FI— B RePMF SR S S E E AR A, BRI,
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KRS KleHE P ITH PRI EAL,

5 Citrix® StoreFront Cloud £Ep{
IEAE N 2R PR E v] S5 StoreFront Cloud (5%, NHAFEBEER :

1. &R3 Citrix Cloud,

2. BAELAREHR, 1% StoreFront Cloud,

3. & BRSBEM 1ET+,

4. WINEIZN R ERERSZEETN BEBA. NRKET, BREERSREHIEE BH.

NREREE, BRR REXNEERNSMHIIIE PrVIREE, AENEERERE URL. NEREERE
ES PRI,

TTAE N 5 2R PR B 2 #3518 A8 Active Directory & Microsoft Entra ID #{T &5 30IE. BRIABERT, BE
EfEF Active Directory ##{TE3101E. B X {#H Microsoft Entra ID ECES A IIENER, 1BEIA
5 Microsoft Entra ID %33 Citrix Cloud,

AR fEA Microsoft Entra ID BRE & {2381, NI & Active Directory IS SR A M NN T E—

D (RIFZH) Cloud Connector,

&AM StoreFront SR

A StoreFront B9 Citrix Virtual Apps and Desktops™ % 5] LURFA S ZF2 N 5 2a b i8R S5 5
B, SURMHUTHRE !

o IR HHIRIZRE NS5 5IMA Citrix Virtual Apps™ #1 Desktops NAIEFRE, UKESH—
B IE RS,
o fERAZAWM Citrix Receiver 23R8 R &L B P (KL,

- BEERS StoreFront EFHIIMBEZESMNINIERRAS R, MBITENDEREEINTE
o

EXFAER, 5B CTX230272 #1 StoreFront & X 1%,
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T

EENLETERE N SR

EAUEEE R MR KRR EMEE, HFuZinEN KRB PrEsAr 2iE.

B

“BIEATRFH T IE RTINS EERE (RBl) BR. EEILUEEFIE B RAKEHE R H N K 2EHY
B, BHEAMANGHRANNERS, ARERREES

./ x

Remote Isolated Browsers i Power Mar Configuration Details

Add remote isolated browsers to users Workspace to enable safe access to popular productivity apps.

[J ron | Name Users | UuRL
O @ TestSTBrowser - https://www.citrix.com/
O G TestSTAuth 1 https://www.google.com/

Launch isolated browser

Copy Launch URL to clipboard

Manage policies

Delete isolated browser

Add remote isolated browser

INRIEERT —PRBET, ARREFHTEMELR, BFREMNEENERR X BUEER.

X )

TR ERUTESEEERHRIRE NG -
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- BEIEAGHRNEE @ {THELRGHNNRKESERE. AhNKeEE, ETLUERIESFKRIEE
AN RHRRIENE R,

« ¥ URL §FIBIBINEHR © £ HIERHERINISEEH URL, ZEIUSRAKRAFRHEEZI URL LUAIRIE
b LoD bR

« 5RBE 1 TN E R BRI KEERIRE R,

Manage policies for N

Clipboard (‘\

Enabling clipboard allows copy and paste operations to and frem the remote session.

) Copy out only
) Paste inonly

(® Copy and paste

Printing m

Enabling printing saves the remote webpage as a PDF and transfers it to the user's device.

Non-kiosk m

Enabling non-kiosk mode restores the interface to the remote browser, allowing the user to
access the address bar and create multiple tabs and windows. Terxﬁtx
exl

Client drive mapping

Enabling client drive mapping allows the user to upload and download files to and from the
remote session when using all versions of Citrix Workspace app except for HTMLS. *Only
available to paid customers.

URL parameters m

Enabling URL parameters allows a new session's starting URL to be replaced by a different
URL provided as a query parameter.

Hostname tracking m

Enabling hostname tracking allows the logging of hostnames visited by users within a session
to Citrix Analytics.

| Cancel )

ERB& DT Etm BEFILTRA -

Save [

o BIMER @ BRI TNEARERRR SOIT 8 HIANKGNSIRIEE = ik
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a0, BRRILTTIFAF MZIEN 5EEE & fINAUMSE , FENEIEMERERIRIES, LU
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FHFEERAHEMRERNIIEELAmNNE, EIRIREFSEIER & fIFFLNLEIY
88, UWRBZEINITH. TEEEREM,

o ¥TED . BATENNRESSITIZMNIRIFAN PDF HEMBIAF IS, SAEHAFP LR Ctrl-
P #3%$% Citrix PDF $TED#l. ZRINER T, HIEELATEZRRS.

- IMEREERN | BEAGEESEARTRMEIKE RIZIEN EAR. AEREFLOAE)M A= H
SIEZ MNMETEMEL. (ZAECEESEXSBIRZENRENSMITGMMIAE, ) &R
INBERT, BN TFEARS GEFEESEERAEHAE) -

o REFHERY | MREGAXKERGEE, KINSERZ RS B IE AR Ha%E
IFRNXE, BEFRY, BRERAKNKERZRE, MREER BRI XKEERAH T
Migs, WERRENSSEMERIEREBAR, RINERT, LREXFERRS.

o B IRIKEhERIREY | BT IR MERIRG SRR NITR A ERERIER LA T EN . It
ThEe{ER T@:d Citrix Workspace MBREFEHMNRIE. AIAMBERT, WIKELTEAR

&8N0

o AP AT FEHMXEFNIERZE Anonxxx BFEFH ctxmnt B E. AL, BFAX
MEMBIFTENEESXHEAIE, B8, Anonxxx > ctxmnt > C > Users > User Name >

Documents,
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B Deskiop Plarma

boot -

B Flasysia.. &
i

+ Othar Locatens

o IEEARERIE AP BT RVFFE LI S B EA NELLIAR ctxmnt &
*x,

Citrix Workspace - Security Warning |

B Anonline application is attempting to access
files on your computer.

— Block access

Do not permit the application to read or change your
files

— Allow read ng :..I...||.:|_.
The application cannot change files

[0 Do nat ask me again for this site.

- URL 8% : A URL SHRITETAF BN AEFINEIHNRIENES URL, ZEIHR
BRAESR, BECEAMAIEARSS SBRLORAI PR ML H R EEERRITEN KRR, AIAER
T, WRERTFREARE. BEXFARESR, BEH BIRWIERER © £ Azure F1BY Citrix
ADC ¥ URL EEMEZIEN REfEE.

o ENGEERR . FRAINLEREREE, FRENNERBEBEAPEHEIERENS. LK
FRINEA, LR 5 Citrix Analytics =, B XIFMER, 1EEIR Citrix Analytics.

seRlfE, B .

« URL B¥FFIR : £ BRE 15, FRARFIANRERELBIZEN KEREERIER AR
By URL, LtbThaeE A FIERET SR IIERT Web N AR

L hostname:port number FERIMARIFIFREZB. BITIEE—1%EB. XIFESENBE
fFo MEIBRMBMERIFFHRANED— KB AL,

Fla0, E5F https://example.com IEERNITIFM URL :
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BRI AR
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Remote Browser Isolation B A Z £y

Remote Browser Isolation (JART#FA Secure Browser fRs3) 2—H Citrix BIEFITER SaasS
e EAFEEREETRIFIE Web X 25418) Web M RIERF.

=HRSS
Citrix Remote Browser Isolation™ B35 H7EE#IIZEIE (VDA) LiT1THY Web RSB UKRBTE

IBFNEE A B VDA NEIBIZEHIB AR, Citrix Cloud BIE XA HRTIT, SIERIERS.
Web ¥ $585F0 Citrix BT E2FEH

£ Remote Browser Isolation BRS58Y, FEEHI Web F B eSS IRERF P AR S A IR R HRIT
HTTP 1A3RE4ETE, Citrix FARBIECEXH, HARTEX KR IEERIIHIFRIEEIE,

Remote Browser Isolation fREZ A@ET#HA HTML5 BY Web X% 283A10], ZIRSRIREERIA &
NEF iR, RPN EES SRS ZEINFIEREEERITIIRE TLS MNEFHITINE. Remote
Browser Isolation {¥3#F TLS 1.2,

Remote Browser Isolation FYH I REERER IP Ml SRIRIPAENE, B XIEZH IP ithhtF)
x, BEERAMIRFOXE CTX286379

Web TR

Citrix Remote Browser Isolation FHFR{THEFHEBE=AHEEH Web N HIEF. Web NEERH
FREEREESR SN, SiEEM Web IRZ BN AR LS ERE.

Remote Browser Isolation 5 Web NBEF Z B RERZ £ HEURTF Web IRZZHIMNEIRE. H
TIERERE Internet BRIFE, BEGSKLH HTTPS URL,
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